Advanced Crypto 2024
Multi-Party Computing

Léo COLISSON PALAIS

leo.colisson-palais@univ-grenoble-alpes.fr

https://leo.colisson.me/teaching.html



blenderpoint
{"type": "addMe"}

mailto:leo.colisson-palais@univ-grenoble-alpes.fr
https://leo.colisson.me/teaching.html




blenderpoint
{"type": "addMe"}





blenderpoint
{"type": "insertVideo","folder": "Video_bank/Teaching/MPC/","filename": "intro_mpc.mp4","stops": "1, 60, 150, 231, 236, 239","nbFrames": "241","firstFrame": "","lastFrame": "","speed": "2"}





<
-

—

g |

-
=
T
=
=

L5
3
=
» »

A/

4
\ 8

!
/




'- _.. »..-._-.;.I. /] l.i". I.-.n. lf. .\. ..-...ll

b

47

a

ﬁ_

= 3



Wt ..,.,_....c.,..\_}._..v

47

a

ﬁ_

= 3



' aaa [/ | l‘ﬂ*-—.‘l‘—‘{-‘




Motivation MPC

Millionaire's problem: find the richest person in a group without revealing
the individual fortunes

- \({u-Sl/@é’

More generally: compute any function P Cor Vi €"’V\g
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Motivation MPC

In the millionaire’'s problem, what is the implemented function
f(X1,...,xn)? (same f for all parties)

O Max
® Min
@ ArgMax
® ArgMin
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2-party MPC:
Garbled circuits
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Yao's garbled circuit [Yao86]

9‘1_ 'Sﬁ%’f— . desecwbe JP as a civail
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]

(;a.vble\ aachqu'e G(W/ w’

i feg? A('Cl- “encvzﬁs
ne (&) =
as a bab (Lac, (0 ) amd vam dom J Fermufes.
%“"6 ) Jlno\ Seﬂé Va ‘&b
5 chbuf( ;';, )
7 oy
“’ u-é( g0 01)
o= “b(fzge - 7= / Enc w, )( 5‘3; n)
41- 6Gaex8X .7 < 5,
N ‘ €APY 81
0. he¢ P61
Az wa26sd

_59933
=8cdv S‘IA

o_eo'%é?
4:6%’&9,,“

'XD: ﬂ4¢CC?3’VM
A= w8012fk

Léo Colisson | 6



blenderpoint
{"type": "addMe"}


Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
X2

H, Clep® Rlie “ency f}S”(:;a-VWﬂ\ aa.c’njal’e G(w, w
as a "abz ’X‘ﬁ and vram Jomg Fefmuyeﬁk
RN A
6 “o, ,::m) ? IJ &L khaw) 6’)
{@? w3 (but nok the ords)

/? et O
o= ﬂb(fz ge - - E"‘Cw‘,w‘ (O'CU},‘,“) °) 1
1:- 64aex8X T BN T ' 0 and w, ) can he kwow
= &
4 imédfq o ke@f‘ew L?
o
A= walésd

v
‘

N 3ecq3om

o=

A= w8012fk

Léo Colisson | 6



blenderpoint
{"type": "addMe"}


Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]

9‘( l’eg3 Alice “encr f}s '( - ; avblk) aachja.l’e G(w, w’)o>w
as a "abz E ¢ EZ}(G)- a/y\A van 4(0 Fermufeh
K= =", 45N 10,01 + Semd Vo Rob
G—)(E wbu-l( w'; ,)
>/< u&( ! ) J 'BoL kuawﬁg )

“’!) J[ntﬂ

o= gbt2gef . / Bt O] , @3 Cbub nok heor

= 6[<K8 iy B 0=5640v 81 (4 OMJ wb ) Cam he know

A:i'mé dsee . ke@fké’l L ?

A= wnlbs) )

-
Y% Tdea chvz‘o

_69 53
% gﬂgauaqa
o=eo 5667
”=64ch’”\ N \’:&k(é = a_uow Vo kviow Ve ’azbe)
0:54C?3,m %[Oa,ni Vhe le bel zg L(Camrc«eww-é
=> Compae with w, -

0=6h)525, A= w8012fk

4:4\;1424)59 =D Gn; reveq| Wy, , no¥ @y, g

Léo Colisson | 6



blenderpoint
{"type": "addMe"}


Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Yao's garbled circuit [Yao86]
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Oblivious Transfer



blenderpoint
{"type": "addMe"}


Oblivious Transfer
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Oblivious Transfer
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]

-; @chcl’\fbaseé ewcrgfhmn

USU@I fub/"f—hej encrﬂphm;

¥ Sk
v v
e

S Vi za)
Enc (m)
PR

Léo Colisson | 9



blenderpoint
{"type": "addMe"}


Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]

2 kinds ooﬁ boxes :

T

Branch O: Branch 1.
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Oblivious Transfer: construction [PVWO08]

.2. knAS DOL boxes :

Bramcl« O: Bramclﬂ /{
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Oblivious Transfer: construction [PVWO08]

2 kinds ooﬁ boxes :
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]

2 kinds ooﬁ boxes :
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Oblivious Transfer: construction [PVWO08]

2 kinds ooﬁ boxes :
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Oblivious Transfer: construction [PVWO08]
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Branch based encryption from DDH

Theorem [PVWO07]

Assuming the hardness of DDH, the previous construction is a (dual
mode) branch-based encryption scheme secure in the CRS model. As a
consequence, assuming DDH, there exists an OT protocol secure in the
CRS model.
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